
































































































































































































































































































































City of Morro Bay Water Reclamation Facility Performance Criteria

Buried Valves indicator
e Extension: required if top of
valve nut is greater than 12-
inches below the top of valve

box
6 Portable Valve Provide a portable electric non-rising
Operator stem valve operator with torque

limiting adapter rated at 250 ft-lb

7.5 Pumps

Item Parameter Criteria

1 Configuration The pumps and pumping
appurtenances shall be by a single
manufacturer responsible for
furnishing and functional operation
of complete pump system

2 Testing Submit non-witnessed Factory
Acceptance Test data before
shipment of the pump

3 Design Specify pump type and identify
process. Specify performance curve
and pump data. Specify electrical
requirements and controls. Assemble
drawings showing location and
process. Specify pump drive and
motor and provide bearing
calculations, indicate points on H/Q
curves, pump detailed description,
installation drawings.

e Provide mechanical and double
mechanical seals wherever
possible

e Mechanical seals shall be of the
best quality, using the
Manufacturer’s suggested
materials best suited for the
specific application

4 Seals

5 Flanges: Suction and Cast Iron (ANSI/ASME B16.1), Class
Discharge 25, 125, 250, and 800. Or ANSI/ASME
B16.5

e Vertical pump shafts (clean
water): Product water lubricated
e Deep-well/dry barrels: Water or

6 Lubrication

Draft January 2018

Notes
All pumps in plant shall be by

same manufacturer to the
extent possible
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7

8

10

11

Vortex Suppressors

Pump Casing

Material

Pump Schedule

Labeling and Pump
Tags

oil lubricated bearings, seals, and
enclosed line shafts

e Vertical propeller, mixed-flow,
and turbine pumps or bowl sizes
10-inches and larger (other than
deep well pumps): stainless steel
tube attached to the column for
grease lubrication of the bottom
bearing

Provide for vertical pumps with
marginal submergence

e Select materials based on
specific application. Minimum
material requirements include:

e Ductile Iron, Austenitic (ASTM
A 439)

e Cast Iron, Stainless Steel or
Bronze

e Stainless Steel, Type 416 or
316, SAE63 Bronze

e Hot-dipped galvanized (not
buried or submerged),
stainless steel (buried or
submerged)

Select corrosion resistant and Provide duplex SS for RO
chemically compatible material and concentrate pump materials
maximize durability of equipment

selected

Submit comprehensive pump
schedule indicating size, tag
information, type, material of
construction, manufacturer, and
other critical information

e  Provide each pump with an
identification tag. Tag shall
be 2-inch-square or circular
aluminum or 316 SS: W. H.
Brady B-60, Seton Name
Plate Corp. Series SVT, or
equal. Aluminum tags shall
have black-filled letters.

e Tag shall show the valve tag
number and/or name or
designation in coordination
with the asset management
criteria.

e  Provide stainless steel wire.

Label all pumps with manufacturer’s
name and working pressure cast in
raised letters on valve body
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7.6 Nuts and Bolts

Item Parameter

1 Bolts and Nuts for
Flanges

2 Lubricant for Stainless
Steel Bolts and Nuts

Criteria

Bolts and nuts for buried or
submerged Class 125 or 150 flanges
and Class 125 or 150 flanges located
indoors, outdoors above ground or in
vaults and structures shall be Type
316 stainless steel conforming to
ASTM A193, Grade B8M for bolts and
ASTM A194, Grade 8M for nuts

Prior to assembly, coat threaded
portions of stainless steel bolts and
nuts with lubricant

Draft January 2018

Notes

Bolts used in flange insulation
kits shall conform to ASTM
A193 (Grade B7). Nuts shall
conform to ASTM A194 (Grade
2H).

Lubricant shall be chloride free
and shall be RAMCO TG-50,
Anti-Seize by RAMCO, Specialty
Lubricants Corporation Husky™
Lube O'Seal, or equal
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SECTION 8 ELECTRICAL SYSTEM CRITERIA

8.1 Utility Electrical Service

The City is coordinating the effort to obtain the electrical service from Pacific Gas & Electric (PG&E). Service
voltage shall be obtained at 480Y/277V, three-phase four-wire. Install the on-site infrastructure for the
primary service to a utility pad-mounted transformer and for the transformer secondary lateral to the service
switchboard as identified on the drawings prepared by PG&E.

8.2 Data Service

The City is coordinating the effort to obtain the data service from the local utility. Install the on-site
infrastructure.

8.3 Alternative Solar Power

Provide sufficient floor area, headroom space, and clearances adjacent to the main service switchboard for
installation of a future photovoltaic inverter, minimum 800kW, and future net energy metering switchboard
for connection to the PG&E grid. Conduits of adequate sizes shall be installed between the inverter and grade
mounted handholes outside of the main electrical building, in quantities and locations as required for
connection to the future photovoltaic strings. All monitor points and alarms for the proposed photovoltaic
system shall be transmitted to the SCADA system.

8.4 Electrical Distribution

Provide a radial distribution network for both of the normal and emergency 480Y/277V, three-phase, four
wire systems and the 208Y/120V, three-phase, four-wire systems. The main electrical building will house the
main service switchboard and transfer switch, a motor control center for the dewatering area and chemical
storage, and a transformer for serving the panel that will provide the 120V branch-circuits at and near the
equipment. The generator shall be located in an exterior enclosure. Radial feeds from the service board
distribution section shall be provided to motor control centers. The motor control centers and distribution
switchboards shall include the feeders for distribution transformers and 208Y/120V, three-phase, four-wire
panelboards in each electrical room.

8.5 Basic Electrical Work

8.5.1 Raceways

Item Parameter Criteria Notes

1 Exposed PVC coated rigid steel conduit shall be used
for all exposed locations around process
areas, in vaults and structures, and in
corrosive locations

2 Concealed Concealed conduits shall be rigid galvanized
steel except in the Operations and
Maintenance Buildings, where electrical
metallic tubing may be used
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e Bury underground conduits containing
maximum 600-volt conductor
insulation a minimum depth of 24"
from surface of finished grade to the
top surface of the conduit. Where they
run under roadways or parking areas,
depth shall be 30" minimum from
finished grade.

e  Conduits shall be PVC coated rigid steel
conduit. Schedule 40 PVC conduits
shall be permissible where encased in a
minimum two inch concrete envelope.

3 Underground

4 Final Connections Use liquid-tight non-metallic flexible
conduit for final connection to equipment

8.5.2 Conductors

Item Parameter Criteria Notes

1 Indoor Feeders and Use 600V copper conductors with
Indoor and Outdoor THWN/THHN insulation
Brand-Circuits

2 Outdoor Feeders and Use 600V copper conductors with XHHW
Load Side of VFDs insulation
3 Terminations Branch-circuit terminations in wet locations

shall be listed for the applications. Provide
insulated tap blocks for feeder splices.

8.5.3 Wiring Devices

Provide power to receptacles from 208Y/120V panel boards. Feed adjacent receptacles from alternate
panelboard circuits. Locate separately powered receptacles adjacent to HVAC and other specialized
equipment. In interior and exterior process areas locate receptacles every 50 feet, and every 12 feet of wall
space in occupied areas. Ground fault circuit interrupting (GFCI) type receptacles shall be located in
lavatories, outdoors, wash-down process areas, below-grade structures, rooftops and tunnels.

8.5.4 Grounding

Provide a maximum 2 ohm resistance earth to ground and conform to IEEE Standard 142. Structures shall have
perimeter ground grid with rods in test wells. Interconnect individual structure grounding systems. Building steel,
process equipment, electrical equipment and enclosures, and exposed metal which might become a current
conductor shall be connected to the ground grid. Exposed ground connections shall be compression lug type.
Concealed, buried, or embedded ground connections shall be made by the exothermic method, except for the
connection to the ground rod which shall be compression lug type. All conduits shall contain an equipment
grounding conductor.
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8.5.5 Boxes
Item Parameter
1 Underground
Manholes and
Handholes
2 Cast-lron Outlet Boxes
3 Sheet-Metal Outlet
Boxes
4 Pull Boxes

8.5.6 Identification

Item Parameter
1 Conduit Identification
2 Cable/Conductor

Identification

Criteria

e Provide concrete handholes with
sufficient depth to accommodate the
branch-circuits and/or feeders. Provide
with steel lid in traffic areas and
concrete lids in parkways and planters.

e  Provide concrete manholes with a
minimum size of 4'6" x 8' x 8'd,
permanent galvanized ladder, and
pulling rings.

e Provide fiberglass racks in each
handhole with a footprint equal to or
larger than 2'6" x 3'0" and in all
manholes.

Install cast-iron outlet boxes in surface
mounted applications. Provide explosion-
proof boxes and fittings as required by the
hazard classifications.

Provide sheet-metal outlet boxes at dry
non-hazardous locations in the Operations
and Maintenance buildings

Provide IP 68 NEMA 4X boxes in all
locations. Pull boxes subject to damage
shall be stainless steel. Pull boxes in
hazardous locations shall be listed
explosion-proof.

Criteria

Where electrical conduit is exposed in
spaces with exposed mechanical piping
that is identified by a color-coded method,
provide color-coded identification on
electrical conduit in a manner similar to
piping identification

Provide method for cable/conductor
identification including voltage, phase, and
feeder number on each cable and
conductor in each box/enclosure/cabinet
where wires of more than one lighting or
power circuit occur or where alarm

Draft January 2018

Notes

Provide H20 bridge
loading in all areas with
incidental or regular

traffic

Locate pull boxes

above grade to the

extent possible

Notes
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conductors of communication, signal, or
alarm systems are present, except where
another form of identification (such as
color-coded conductors) is provided

3 Equipment Labeling Submit comprehensive labeling schedule
indicating tag information, type, material of
construction, manufacturer, and other
critical information

8.5.7 Supports and Anchors

Provide seismic anchorage for all floor, wall, and rack mounted electrical equipment. Base-specific seismic
criteria shall use values determined in accordance with ASCE 7-102 as amended by the 2016 CBC, Chapter 16.
Arrange for grouping of parallel runs of horizontal conduits to be supported together on seismically braced
trapeze type hangers where possible.

8.6 Distribution Equipment

8.6.1 General

Certify distribution equipment for base-specific seismic criteria using values determined in accordance with
ASCE 7-102 as amended by the 2016 CBC, Chapter 16. Provide withstand ratings greater than the maximum
short-circuit current available at the line terminals of the equipment. Series rated systems shall not be used.

8.6.2 Switchboards

Item Parameter Criteria Notes

1 Service Switchboard Provide 480Y/277V, three-phase, four-wire
switchboard with adequate capacity to
carry the calculated load. Include pull
section, distribution section, and automatic
transfer section bussed together for a
complete unit.

2 Circuit Breakers Provide main circuit breaker and
distribution circuit breakers rated for the
calculated load. Provide insulated case
power circuit breakers with zone selective
interlocking for system selectivity.

3 Ground-Fault Provide ground-fault protection for the
Protection main circuit breaker and distribution circuit
breakers immediately downstream of the
main circuit breaker

4 Bus Material Provide fully rated tin plated copper bus

bars. Tapered bus shall not be used.
Provide with full rated neutral. Provide
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5

8.6.3

Item

Enclosure

Motor Control Centers

Parameter

General

Standards

Controls

Starters

Bus Material

Enclosure

copper ground bus.

o All cabinetry located outdoors should
be fully enclosed, no false fronts or
HMI on outside doors.

e Provide NEMA 4X enclosure for
exterior locations and in process areas.
Install in a dry non-hazardous location
where possible.

Any internal equipment
requiring regular
maintenance shall be
out of arc flash area

Criteria Notes

Provide grouped motor controls in a motor
control center including supporting
structures, bus systems, starter units,
controllers, disconnects, overload
protection, and motor control accessories

The control centers shall be NEMA Class I,
Type B, plug-in, designed, manufactured,
and tested to meet the latest IEEE and
NEMA standard

e Selector switches and pilot lights shall
be heavy-duty, oil-tight, and have the
number of positions and poles
indicated

e Control relays shall be machine tool
type with 115-volt AC coils

Except where VFDs are provided, magnetic
starters shall be combination motor circuit
protector type, full voltage, single speed or
two speed, reversing or non-reversing

Provide fully rated tin plated copper bus
bars. Provide with full rated neutral.
Provide copper ground bus.

e All cabinetry located outdoors should
be fully enclosed, no false fronts or
HMI on outside doors.

e Provide NEMA 4X enclosure for
exterior locations and in process areas.
Install in a dry non-hazardous location
where possible.

Any internal equipment
requiring regular
maintenance must be
out of arc flash area
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8.6.4 Distribution Transformers

Provide dry-type distribution transformers with aluminum windings and enclosures suitable for the installed
environment. Transformers shall have 480V primary and 208Y/120V three-phase, four-wire secondary.

8.6.5 Panelboards

Item Parameter Criteria Notes

e All cabinetry located outdoors should
be fully enclosed, no false fronts or
HMI on outside doors.

e Provide NEMA 4X enclosure for
exterior locations and in process areas.
Install in a dry non-hazardous location
where possible.

1 Enclosures Any internal equipment
requiring regular
maintenance shall be

out of arc flash area

2 Circuit breakers Provide bolt fastened thermal magnetic
circuit breakers with ratings appropriate for
the calculated loads. Provide 30% spare
breakers in each panel.

3 Bus Material Provide fully rated tin plated copper bus
bars. Provide with full rated neutral.
Provide copper ground bus.

8.6.6 Motors

Item Parameter Criteria Notes

1 Motor Selection Select motors to permit the connected load
to develop its specified output continuously
without encroaching on the service factor
under normal operating conditions. The
service factor shall be 1.15 for motors 200
horsepower and less. Motors larger than
200 horsepower shall have a service factor
of 1.0.

e Design motors for full voltage starting
and frequent starting, where required.
Provide motors suitable for continuous
duty in the specified ambient
conditions. Intermittent duty motors
will be selected where recognized and
defined as standard by the equipment
standards and codes.

e The following design parameters shall
be considered: Motor manufacturer,
environment, including special
enclosure requirements, voltage,

2 Motor Design
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frequency, and phases, running and
starting requirements and, limitations
and duty cycle, motor type
(synchronous, induction, DC, etc.) and
construction, power factor, service
factor, speed and direction of rotation,
insulation, bearing construction, rating
life of rolling elements, and external
lube oil system for sleeve or plate
bearings, ambient noise level and noise
level for motor and driven equipment,
termination provisions for power,
grounding, and accessories,
installation, testing, and maintenance
requirements, special features (shaft
grounding, temperature and vibration
monitoring, etc.), and motor space
heater requirements.

3 Motor Starting The torque of all induction motors will be
required to accelerate inertia loads of both
motor and driven equipment to full speed
without damage to the motor or other
equipment. Provide maximum 20 percent
voltage drop from the specified motor
nameplate rating for motor starting.
Provide minimum NEMA size 1 starters.

4 VFDs Motors connected to VFDs shall be inverter
duty rated

8.6.7 Motor Controls

Item Parameter Criteria Notes

1 Combination Starters e Provide full voltage starting for all
motors less than 25 HP that are not
operated with a VFD. Minimum size
starter shall be NEMA size 1.

e Unless motor is operated with a VFD,
Solid State Reduced-Voltage (SSRV)
soft starters shall be used for motors
larger than 25 HP

2 Variable Frequency Provide 18 pulse VFDs where specified
Drives (VFDs)

3 Manual Motor Starters =~ Where fractional horsepower motors are
not automatically started, provide manual
motor starters using toggle switch
mechanism and enclosure rated for the
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environment. Provide with or without
overcurrent protection as required by the
installation.

e All cabinetry located outdoors should
be fully enclosed, no false fronts or
HMI on outside doors.

e Provide NEMA 4X enclosure for
exterior locations and in process areas.
Install in a dry non-hazardous location
where possible.

e Selector switches and pilot lights shall
be heavy-duty, oil-tight, and have the
number of positions and poles
indicated

e Control relays shall be machine tool
type with 115-volt AC coils

4 Enclosures

5 Pilot Lights and
Switches

8.6.8 Standby Generator

Item Parameter Criteria Notes

1 Capacity Provide a standby generator rated
480Y/277V, three-phase, four-wire with
capacity to carry the entire treatment plant
electrical load. The generator shall be
connected and operated as a separately
derived system.

2 Fuel Source Provide diesel powered generator. The
generator shall have a double containment
separate aboveground double containment
fuel tank, with leak detection and sufficient
fuel storage to operate the plant on backup
power for a minimum of 24 hours without
refueling. Provide alarm contacts for
reporting to the SCADA system.

e  Provide a main circuit breaker rated to
carry the calculated load. Provide
insulated case power circuit breakers
with zone selective interlocking for
system selectivity.

e The circuit breaker shall be either wall
or rack mounted at a location adjacent
to the generator enclosure.

3 Main Circuit Breaker

4 Enclosure Provide a sound-attenuated weatherproof
generator enclosure meeting 70dB(A) at
fifty feet
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5 Accessories Provide generator enclosure complete with
battery charger, engine block heater, and
generator condensation heater, battery,
and exhaust silencer

6 Engine Oil DBE to provide initial fill of oil and the first
oil change, including oil filters

7 Alarms Provide electronic generator control panel  Coordinate with
with discrete alarm contacts for each alarm = Section 9
for reporting on the SCADA system. Comply
with NFPA 110 for remote alarm
annunciation.

8 Alternative Generator = Provide an option for a natural gas-
Proposal powered generator supplied by the natural
gas service with a liquid propane tank
system as backup fuel supply. The liquid
propane tank shall provide fuel storage to
operate the plan on backup power for a
minimum of 24 hours without refueling.

8.6.9 Automatic Transfer Switch

Provide a 480V four-pole transfer switch for connecting the plant load to the standby generator upon loss of
utility company power. Transfer switch shall be solenoid operated and mounted in a bussed lineup with the
main service switchboard for installation in a dry non-hazardous location.

8.7 Lighting Equipment

Item Parameter Criteria Notes
1 Illumination Comply with the IES Recommended
Engineering Society Practice for Lighting Industrial Facilities RP-
(IES) 7-17.

e Provide LED strip lighting with door
switch inside control panels if the
enclosure size is greater than or equal
to 30” wide and greater than or equal
to 12” deep.

e Adequate lighting, ventilation and
access for maintenance or removal of
equipment and screenings shall be
provided. Adequate lighting
throughout the wastewater treatment
facility shall be provided, particularly in
areas of operation and maintenance
activities.

e Provide metallic or non-metallic

2 Interior Lighting
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luminaire housings appropriate for the
classification of the area.

e Lighting shall be included in all
treatment buildings. Battery operated
emergency lights shall be provided at
all confined spaces. Lights shall be
located in an area that is easily
accessible to replace components.

e Provide full cutoff LED site lighting in
each process area. Lighting standards
adjacent to any open process structure
flush or below grade shall be provided
with hinged pole base. Provide poles
with 316SS anchors and hardware.

e Aim exterior pole and building lighting
to avoid any light trespass on adjacent
property lines. All pole and building
luminaires shall be full cutoff and
located to minimize glare.

e Provide switches, photocells, and
receptacles at all lighting poles. Provide
for automated lighting control through
the SCADA system so that the facility is
only illuminated to the degree
necessary to maintain safe operation.

e Provide lighting software calculations
showing compliance with California
Title 24 Energy Standard requirements
in all areas.

Coordinate with
Section 9

3 Exterior Lighting

4 Lighting Controls

8.8 Fire Alarm System

Provide a plant-wide addressable fire detection and alarm system, with audible as well as visual alarm signals,
conforming to the requirements of the local fire marshal, NFPA, and Factory Mutual requirements. System
shall be connected to SCADA and, through the SCADA System, simultaneously contact the fire department
and annunciate in the operations control room when any alarm is activated.

8.9 Hazardous and Environmental Locations

Item Parameter Criteria Notes

1 Classified Locations Classify areas where flammable and
combustible liquids, gases, and dusts are
handled and stored for determining the
minimum criteria for design and installation
of electrical equipment to minimize the
possibility of ignition. Use the latest edition
of NFPA 820 and Article 500 of the latest
California Electrical Code for determining
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8.10

Item

NFPA 820

Electrical Code

Drawing Notations

Confined Spaces

Environmental
Locations

Equipment
Maintenance

Electrical System Studies

Parameter

Preliminary Short-
Circuit Study

Final Short-Circuit

the appropriate classification.

Enclosed areas with exposure to raw
wastewater, wastewater sludges, and
corrosive or hazardous atmospheres will
require that the lighting and electrical
systems be of the appropriate hazard
classification as defined in NFPA 820

Install electrical equipment in areas
classified as hazardous in accordance with
the requirements of Articles 501 and 502 of
the California Electrical Code (latest
edition)

Identify classified locations in all process
areas on the construction drawings

The design shall minimize confined spaces
to the extent possible.

All electrical equipment shall be rated for
the environment in the installed locations.
Outdoor installations shall include
equipment rated for wet locations. Identify
all other indoor wet, damp, and dry
locations on the drawings. All cabinetry
installed outdoors or in damp or wet
locations shall be fully enclosed, with no
false fronts or HMI on outside doors. Only
lights are allowed on top of cabinetry.

Locate all electrically operated equipment
requiring regular maintenance outside of
arc-flash equipment boundaries

Criteria

During the design phase, prepare a
preliminary short-circuit study based on
maximum available fault current provided
by the utility. The results of this study will
determine the minimum withstand and
interrupting ratings of the electrical
equipment.

Prepare a final short-circuit study using the

Notes

Draft January 2018
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Study as installed feeder lengths. The results of
this study will be used to complete the
Coordination Study.

3 Coordination Study Prepare a Coordination Study showing
required selective coordination between
the installed overcurrent devices. The
results of this study will be used to
complete the Arc-Flash Study.

4 Arc-Flash Study Prepare an Arc-Flash Study to determine Any internal equipment
the incident energy levels, protection requiring regular
boundaries and personnel protective maintenance shall be
equipment out of arc flash area

5 Computer Program Perform each electrical system study using

software purchased from industry
recognized organizations. Provide for
submittal of the project specific software
results for each electrical system study.

8.11 Electrical Testing

Item Parameter Criteria Notes
1 Manufacturer Perform all field testing per manufacturer's
Requirements instructions. Submit results of testing.
2 ANSI/NETA Provide electrical system testing as

identified in Standard for Acceptance
Testing Specifications ANSI/NETA ATS,
Latest Edition. Submit results of testing.

3 NFPA 110 Test generator and generator alarms per
the requirements of Standard for
Emergency and Standby Power System
NFPA-110-2016. Submit results of testing.

4 NFPA 72 Test fire alarm system per the
requirements of National Fire Alarm and
Signaling Code NFPA 72 (latest edition).
Submit results of testing.
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SECTION 9

INSTRUMENTATION AND CONTROLS

Draft January 2018

9.1 General

The City is in the process of developing a SCADA system Master Plan (by others) to develop a standardized
platform of PLCs, Operator Interface Terminals (OITs), SCADA software, and telemetry for the Water and
Wastewater Divisions. The City intends to upgrade the remote sites with the new SCADA system (by others).
It is assumed that all remote sites will communicate to a central location located at the existing WWTP site.
From this location, communications will be relayed to the new WRF via fiber-optic. Water and Wastewater
Division SCADA facilities including software and hardware will be located at the new WRF.

The SCADA Master Plan is scheduled for completion in June 2018. The new WRF SCADA system shall meet
the following performance criteria, and be based upon and fully compatible with the recommendations in the

SCADA Master Plan.

9.2 System Description

9.2.1

Plant Architecture and Software

This section describes the plant architecture, from the Wide Area Network (WAN), through the Plant Local Area
Network (LAN) and the PLC network to the instrumentation networking.

Item Parameter
City Wide Area Network

1 Communications
Medium

2 Bandwidth

Criteria

Data transmission to be via encrypted
packet-switched network
communications over the
telecommunications provider network
City will provide phone/internet service
facilities and connection point at the
front gate of the WRF site for
connection to plant by DBE.

Sufficient bandwidth will be provided by

City for ultimate plant capacity

3 Transitional y

Operation and
Commissioning

Remote monitoring shall be integrated
into the design as necessary for the DBE
to monitor the plant during the
Transitional Operation period

The DBE design shall address any
security concerns associated with
additional communications link(s)
Secure access procedures, protocols,
and any operations communications
access required for the Transitional
Operation period and during

commissioning shall require approval by

the City
Any licenses purchased for Transitional

Notes

SCADA Master Plan is being
developed by the City and
will be available June 2018.
Summary requirements of
the Master Plan are included
in this section.

For example, a View Client
license on a nominated,
dedicated machine in
another operations facility
may be required
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Plant Local Area Network

1

2

3

4

Server Hardware

Human Machine
Interface (HMI)

Historian

Interface with PLC
Network

Operation period shall be transferred to
the City when the Transitional
Operation period is completed

e Two (2) local redundant servers with
secondary network cards and
Redundant Message Channel between
the two servers installed in a server rack

e Hot standby required for backup server

e Server operational status to be rotated
monthly

o  HMI software shall be as defined in the
SCADA Master Plan.

o  Workstations with full control and
monitoring of the WRF.

o Wireless access points throughout the
plant to enable full coverage to the
perimeter of the facility. Operators shall
be able to access the full software HMI
system via tablet computers.

e Tablet computers to be provided by the
City. DBE to install software and
integrate tablet computers.

e  Wireless network shall be a fully
encrypted, secure network.

e Application Objects Servers running on
primary and redundant server
hardware.

e Historian by manufacturer of HMI
Software.

e License shall include sufficient tags for
the entire plant and 20% spare at the
end of the Transitional Operation
period.

e Redundant arrangement, with a
historian running on each of the two
(2) local servers (main and backup). The
primary historian will be a full historian
and the backup will be a local (7-day)
historian.

e Historian client shall run on each of the
workstations.

A data access server and device
communication drivers shall run on each of
the primary and backup servers to
communicate with the PLC network

Draft January 2018

Coordinate manufacturer
with SCADA Master Plan

SCADA Master Plan is being
developed by the City and
will be available June 2018.

SCADA Master Plan is being
developed by the City and
will be available June 2018

SCADA Master Plan is being
developed by the City and
will be available June 2018
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5 Dial-out Alarms Alarm notification software shall be Coordinate software with
installed on both servers, only running on SCADA Master Plan
the active server

e Alllicensing required for the local
Historian, Alarming and SCADA system
software shall be furnished by the DBE

o During the operations period the City
shall cover the update costs for the local
equipment as new versions of the
software are released, however the DBE
Transitional Operation staff shall be
responsible for coordinating and
scheduling the installation of updates

o The DBE shall be responsible for costs
associated with any upgrade required to
the software licenses arising from
incorrect specification, or changes
initiated by the DBE during the
Transitional Operation period

e At the end of the Transitional Operation
period all software shall be fully
updated to the latest version

6 Licensing

e  City utilizes Cityworks at
City Hall

e Fiber-optic service to
WREF site will be
provided by others

7 Business Network Provide access to City Business Network in
all offices in Operations Building

e The DBE is required to provide a CMMS
to allow the City to manage its
resources, work orders, delivery of
services, and monthly costings for
payment purposes to manage and
report its operational, minor
maintenance, and major maintenance
works.

e The DBE shall be responsible for
providing a CMMS system that can
publish data and reports.

e The DBE shall be responsible for
inputting all asset data into the CMMS.

e The DBE shall provide integration
services focused on publishing of data
from the SCADA system to the CMMS in
batch or real time, to support the
following:

0 Asset or equipment statistics that
would be captures in the CMMS to
trigger preventative maintenance

8 Computerized
Maintenance
Management
System (CMMS) and
Implementation

Asset ID to align with SCADA
and asset labeling/tagging
program by DBE
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work, including: run hours, flows,
pressure readings (or pressure
differentials)

0 Triggering of a work or service
request when an alarm is identified
in the process (identifying the type
of alarm (e.g. high bearing
temperature), SCADA location and
SCADA tag)

0 Triggering of a simple work order
when a fault is identified in the
process (identifying the type of
fault (e.g. electrical failure), SCADA
location and SCADA tag)

0 Ability to assess data from the
SCADA historian on an ad hoc basis
to analyze equipment process data
e.g. availability, pressures, flows,
and temperatures.

Include all spare parts into the CMMS

for the real-time tracking of Capitalized

Assets spare parts until installed as fixed

working assets.

Programmable Logic Controller (PLC) Network

1

2

3

Communications

Locations of PLCs
and Remote 10

Vendor Packages

Ethernet shall be used for
communications between PLCs and the
SCADA server.

A self-healing Ethernet fiber optic ring
shall be installed for Ethernet
communications around the plant.
Convergence time after failure of a
single component or switch shall be
adequate to prevent plant shutdown.
Ensure bandwidth is suitable for
ultimate data requirements.
Consolidate operation of multiple HMls
by providing operator access nodes
located throughout the plant utilizing
simple computer workstations

Remote 10 and PLCs shall be installed in
a manner that minimizes hardwire and
field network cabling to instruments.
Install in locations with a high density of
I/0

Vendor PLCs for each package system
shall communicate via Ethernet with a
local area PLC

All vendor system PLCs shall be of the
same manufacturer per the SCADA

Draft January 2018

DBE shall ensure fully
integrated and tested
communications with all
vendor systems. Coordinate
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Master Plan with SCADA Master Plan.
4 Access to PLC All PLC information shall be accessible to the
information operator via the workstations in the control

room, and at operator access nodes located
throughout plant. This shall include vendor
package system PLCs.

Field Bus Device Network

1 Field Connections Hardwired, or network connected, to the
nearest area MCC or Control Panel

e Devices shall communicate via Ethernet
or an appropriate field bus protocol,
instead of analog and digital hard-wired
I/0, unless otherwise approved

e Diagnostics and setup for networked
field devices and instruments shall be
available from the control room

e If afield bus protocol is used this shall
be limited to a single protocol at the
plant

e Compatible with the PLC and field
devices with a minimal number of
converters

e Any device installed onto the Ethernet
IP network shall be IEEE 802.3
compliant

e Industry standard field bus protocol
used extensively in the water industry in
California

e Commissioning, configuration,
operations support and replacement
parts shall be readily available for the
life of the equipment

2 Requirement for
Networking Devices

3 Field Bus
Compatibility

4 Industry Standard

9.2.2 Redundancy, Reliability, and Spares

Item Parameter Criteria Notes

1 Requirement The inventory of spares shall be maintained
during the DBE Transitional Operation
period such that all spares noted in the
original inventory are still available at the
conclusion of the Transitional Operation
period

2 PLC Online redundant PLCs may be required for
critical processes
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Provide spares sufficient to allow any of
the following to be swapped out on
failure:

0 PLCIO cards (hot-swapped)

0 backplane

o CPU

0 Power supply

3 PLC Uninstalled Spares

4 I/0 Cards Duty/standby unit I/0 and equipment from
separate process trains shall be connected
to separate 1/O cards

5 I/O Capacity Installed spare IO capacity of 25% in all PLCs,
excluding vendor-supplied PLCs associated
with specific equipment

e Programs and configuration backups
shall be stored for fast upload into new
modules or CPUs if they are replaced

e During Transitional Operation period
backup copies of the PLC programs will
be made every 2 months, minimum

6 Program Backup

7 Server Redundancy Provide redundant servers for HMI Provide hot standby for
Application Servers, Device Integration SCADA server
Servers and Historian

8 Power Supply PLC Hardware Racks shall have adequate
power supplies installed to support a
minimum of 25 percent |/O expansion

9 Reliability The network system shall be designed to be = Coordinate with SCADA
robust and reliable and shall meet latest Master Plan
Department of Homeland Security (DHS)
Best Management Practices (BMPs)

10 | Battery Backup & UPS  All control CPU’s, PLC’s and additional
hardware necessary to keep the WRF
functioning or automatically restart after a
power loss shall be powered through UPS
power circuit(s). This requirement includes
the main operation control room computers
and monitors.

9.3 Cyber Security

Iltem Parameter Criteria Notes

e Provide Host Intrusion Detection (HID)
and Malicious Intrusion detection

1 Software Coordinate software with

Page 9-6



City of Morro Bay Water Reclamation Facility Performance Criteria Draft January 2018

software on all SCADA computers SCADA Master Plan
hosting operating systems, as well as
computers identified as functioning only
as Human Machine Interface (HMI)
nodes

e Configure the software to interface with
the SCADA system software, such that
abnormal conditions or intrusions are
annunciated on SCADA operator PCs

o Make all log files accessible on SCADA
operator PCs

2 SCADA Login and *  Require user specific operator login Coordinate with SCADA
credentials for access at all

Passwords ) . Master Plan
computerized host access points

e Provide prescribed automatic logout
functionality (i.e. logout upon
programmable period of inactivity)

e Coordinate login credential protocol
with Owner

e Provide unique login identification for
all users with programmable access
rights

3 Default Passwords Delete all default login credentials, and
store passwords in a secure location, once

o Apply network architecture design
elements that effectively implement
firewall appliances, data diodes, data
encryption appliances, and data
encrypted communications mediums to
prevent network intrusion and
unauthorized data access

e Utilize industry best practice and design
in accordance with ISA/IEC-62443
Industrial Network and System Security

e Provide system operator notification
indicating system and device status,
with controls that permit manual and
automatic blocking of network access
points

e Comply with latest Department of
Homeland Security (DHS) Best
Management Practices (BMPs)

Coordinate with SCADA
Master Plan

4 Secure Design
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9.4 Control System Hardware

9.4.1 Programmable Logic Controllers

Item | Parameter Criteria Notes
1 Manufacturer Area PLC Manufacturer shall be by same Coordinate with SCADA
manufacturer Master Plan
2 Operator Controls All PLC programs shall be configured to allow

modification to set points, pump sequencing,
timers, etc. readily by Plant personnel

o Vendor PLCs shall be the same type and
manufacturer as the rest of the site.

e Vendor PLCs shall have processor program
and vital configuration information backed
up in a similar manner to the other site

3 Vendor Package Systems

PLCs.

4 Latest Equipment Each PLC shall utilize the latest CPU processors,
communications modules and the latest I/0
modules

5 Programming Software The PLCs shall be programmed using the latest
version of software identified in the SCADA
Master Plan

e Input modules shall be 24 volts Direct
Current (DC) modules only

e  Output modules shall be relay modules
used to trigger interposing relays

e Analog modules shall be 4-20 mA 24VDC
isolated input and output channel design

e Analog input isolators shall be used

e Utilize RTD modules for RTD monitoring

e All analog inputs shall be scaled into
specified engineering units at the PLC

e High and low alarm trip points shall be
provided at 90% and 10% of span for all
analog points

6 Input/Output

7 Transient Voltage Surge All analog signals exiting buildings to or from
Suppression (TVSS) devices or instruments shall have transient
voltage surge suppression (TVSS) to reduce risk
of lightning or power surge conditions

e All PLCs shall be configured to have a
startup procedure in the event that a PLC
needs to be shut down and restarted

e The startup program shall have either a
fixed startup procedure or have retentive

8 Startup Procedure
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Item

1

2

9.4.2

City of Morro Bay Water Reclamation Facility Performance Criteria

values
Use object-oriented programming, based

on function blocks for all typical equipment

and functions, in accordance with IEC

Configured to allow modification using the
programming and integration devices and
software installed in the system

Manufacturer: ABB, Siemens, Rosemount,
Endress & Hauser or equal
Measurement Range: 0 % through 100 %

Measurement Resolution: 0.1 inch or less
Measurement Accuracy: +/- 0.25 % of
measured distance for distances greater
than 3.3 feet

Manufacturer: ABB, Siemens, Rosemount,
Endress & Hauser or equal

Measurement Range: 0 % through 100 %

Measurement Resolution: 0.1 inch or less
Measurement Accuracy: +/- 0.25 % of
measured distance for distances greater
than 3.3 feet

Manufacturers: ABB, Siemens, Rosemount,
Endress & Hauser or equal

Measurement Accuracy: +/- 0.1 % of range.

Manufacturers: ABB, Siemens, Rosemount,
Endress & Hauser or equal
Measurement Accuracy: +/- 0.25 %

Manufacturers: Warrick or equal

Manufacturers: Magnetrol, Kari, Flygt, or

Mercury shall not be acceptable in float
switch devices
Manufacturers: ABB, Siemens, Rosemount,

Programming
61131-3
[ ]
Instrumentation and Field Devices
Parameter Criteria
[ ]
Level: Radar
[ ]
level
[ ]
[ ]
. [ ]
Level: Ultrasonic
[ ]
level
[ ]
[ ]
[ ]
Level: Pressure
[ ]
Level: Submersible ¢
Hydrostatic
[ ]
Level: Conductivity Probe
Level: Float Switch *
equal
[ ]
Pressure: Absolute, *

Diaphragm Type

Endress & Hauser or equal.

Accuracy: +/- 0.1 % of range

Chemical Installation: Isolation Diaphragm
Seal

Draft January 2018

Notes

Consider where foaming may

be an issue, especially in
cases where ultrasonic LT
may not be suitable

Non-contact level
monitoring

Where non-contact level
monitoring is not required
and ease of access to the
transmitter is desired e.g.
water tanks

Covered basins

Level alarm detection. Not
used for primary process
control applications.

Pipe pressure, pump

discharge/suction, general
process pressure
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10

11

12

13

14

15

16

17

18

Pressure: Differential

Pressure Switch

Flow: Electromagnetic,
Full Pipe

Flow: Open Channel

Flow: Air

Flow: Liquid Switch

Flow: Air Switch

Limit: Switch

Temperature:
Transmitter

Temperature: Switch

Vibration: Transmitter

e Calibration/Testing: 3-way valve manifold
for calibration/testing and tapping point for
pressure gauge

e Manufacturers: ABB, Siemens, Rosemount,
Endress & Hauser or equal

e Accuracy: +/- 0.1 % of range

e Chemical Installation: Isolation Diaphragm
Sea

e 3-way valve manifold for calibration/testing
and tapping point for pressure gauge

Pressure drop across filters,
etc

Manufacturers: Ashcroft or equal.

e Manufacturers: ABB, Siemens, Rosemount,
Endress & Hauser or equal

e Installation: Vault or above ground. Shall
not be direct buried

e Maintenance: Provide maintenance bypass
for critical applications where a bypass or
standby does not exist

e Accuracy: Max 1 % of measured, for flow
velocities between 10 % and 100 % of full
scale

e  Grounding: Provide grounding rings on all
installations

e Repeatability: Max 0.25 % of full scale

e Manufacturers: ABB, Siemens, Rosemount,
Endress & Hauser or equal

e Accuracy: Product shall be chosen for
maximum accuracy based on the
dimensions and flow pattern of the channel

Primary and secondary
process flows

Manufacturers: FCl Insertion, or equal

Manufacturers (thermal flow switch): Dwyer, Pump no flow, sample line

IFM, or equal no flow, etc.

Manufacturers: FCI, or equal Ventilation/extraction fan no
flow, etc.

Manufacturer: Square D, Class 9007 Type C, or
equal

Manufacturer: ABB, Siemens, Rosemount, Process temperature
Endress & Hauser or equal

Manufacturer: Ashcroft, Allen Bradley, or equal

Manufacturer: Bently Nevada, or equal Vibration monitoring for
large pumps, motors,
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blowers, etc.

19 Online Analyzers: General = All online analyzers should be same Hach is preferred
manufacturer to extent possible

Manufacturer: Hach, or equal

Type: Free chlorine type

Accuracy: Max + 0.5% of reading

Repeatability: Max 0.2% of reading.

Manufacturer: Hach, or equal

e Accuracy: Max 2% of NTU reading

e Repeatability: Max 1% of NTU reading

e  Manufacturer: Hach or equal

e  Accuracy/reliability: Max + 3% of reading or
0.3 mgC/L

e Compensation: Automatic compensation
for atmospheric pressure changes

e  Other Requirements: In addition to the
above requirements, DBE specification shall
include requirements for self-testing and
self-cleaning requirements, sample system
and pumps, service frequency, cycle time,
etc.

e  Manufacturer: Hach, or equal

e Accuracy: Max + 0.5% of reading

e Repeatability: Max 0.2% of reading

e  Manufacturer: Hach, or equal

e Accuracy: Max 3% of reading

e Repeatability: Max 0.2% of reading

20 Residual Chlorine
Analyzer

21 Turbidity Analyzer

22 TOC Analyzer Regulatory monitoring for

plant product water

23 pH Analyzer

24 Conductivity Analyzer

25 Exterior Lighting All exterior lighting shall be SCADA controllable
(on-off times)

9.4.3 Junction Boxes

Item | Parameter Criteria Notes
1 Mounting Shall be accessible from floor or platforms
2 Doors Doors shall be able to open without
interference
3 Pull Boxes Provide above-grade pull boxes to the extent
feasible
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9.4.4 Local Control Panels

Item Parameter Criteria Notes

e Located close to the equipment

e Local control switches and indicators only
where required to address specific safety
or maintenance concerns, otherwise all
manual control shall be available via SCADA
only (accessible locally via wireless tablet or
operator node computers)

e  Where required, LOR switch shall allow an
operator to take manual control of a device
or piece of equipment and operate it from
that panel manually.

1 Location

2 Local-Off-Remote Switch
and Control Devices,
Indicator Lights and

Pushbuttons
e LCPs should be protected from the weather
and/or be appropriate for the environment
that they are operated in. All exterior
enclosures shall be NEMA 4X.
3 Enclosures o All cabinetry located outdoors should be

fully enclosed, no false fronts or HMI on
outside doors.

e Any internal equipment requiring regular
maintenance shall be out of arc flash area.

9.4.5 Instrument Mounting and Access

Item Parameter Criteria Notes

1 Housing All outdoor process instruments shall be
housed in IP68, NEMA 4X enclosures, or vendor
requirements, whichever is more stringent

2 Access Access shall be considered in the selection of
instrumentation. For example, tanks shall be
measured using pressure at the base of the
tank wherever practical, to eliminate the need
for maintenance access to the top of tanks.

3 Instrument Height Instruments mounted at a working level
between 3 and 5 feet above the operating floor

4 Indicator Height Process indicators and indicating transmitters
mounted in a position that is readable by an
operator without requiring the use of a ladder
or the building of platforms

5 Capillary Tube Installation = Temperature and pressure instruments

capillary sensors shall be installed and clamped
in tube racks. Excess capillary tube shall be
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coiled and clamped to the mounting stand
below the instrument.

6 Grouping Instruments located near each other shall be
grouped to the maximum extent possible on a
common mounting stand, wall bracket or
instrument rack

7 Dirt/Moisture Removal Instrument impulse lines shall incorporate a
blowdown leg or contamination accumulation
leg for the removal of dirt and moisture

e Instrumentation taps to process lines shall
be isolated by a root valve at the
connection

e |solation valves for taps to process lines
shall be 1/4-turn ball valves of materials
compatible with the process fluid

e [solation valves for chemical service shall
match isolation valves used in other
portions of that chemical piping

e Analyzers for primary process lines shall be
installed in bypass assemblies external to
the main process headers to allow routine
maintenance

e Analyzer assemblies shall include an
isolation valve at each process connection
tap, pressure regulator, manual sample
valve, rotameter flow element with integral
flow metering valve, check valve,
miscellaneous piping and fittings

e Generally, panel mounted and located in
close proximity to the relevant sample
point in a designated analyzer room (where
possible) for improved access for common
operational and maintenance activities on
these units

e The analyzer waste streams shall be
discharged into a tundish and drained to a
common collection point for either
pumped return to a specified point along
the process or drained to waste

e All analyzers shall have zero flow detection
and pressure and flow control valves on the
inlet to ensure a constant rate of feed
through the analyzer

e Manual sample points shall be provided for
sampling water at various points through
the main process, typically with each
change in process unit and upstream and

8 Isolation Valves

9 Analyzers

Page 9-13



City of Morro Bay Water Reclamation Facility Performance Criteria Draft January 2018

downstream of chemical dose points for
manual checks of water quality and
chemistry

e Assemblies for analyzer sensors which must
remain wetted at all times (e.g., pH
sensors) shall incorporate a vacuum
breaker in the drain piping

e Sample drain shall be routed to a hub drain

9.5 Monitoring and Control

9.5.1 Control Philosophy

Item @ Parameter Criteria Notes

e Duplicate functionality of vendor HMI
screens on the SCADA HMI, such that all
parameters can be monitored and
controlled except were safety concerns
dictate local control only or where
controls are related to maintenance tasks
that can only be carried out locally

e  Preliminary vendor supplied screens shall
be provided to the City for approval
before final screen development

e Vendor screens shall be developed in
accordance with City SCADA standard

e Fully automated such that, as far as
practical, all day-to-day operational
adjustments and reporting can be
conducted from the SCADA screens

e Provide sufficient automation such that
critical processes can be controlled

SCADA Master Plan is being
developed by the City and will
be available June 2018

1 Vendor Packaged
Systems

The plant will be staffed 40
hours per week and will be
operated remotely on nights
and weekends

2 Level of Automation

remotely
3 Network Failure of Ethernet switches, PLCs, or any
Communications network communications shall be alarmed

Alarms

e Local manual override shall be
accomplished with a hard-wired switch
except where personnel, equipment or
the process are protected by equipment
software interlocks that need to be
maintained at all times.

e The system shall not be able to create a
safety issue for the local operator. For
example, do not allow remote operation if
local manual override is selected.

e Automatically indicate on SCADA screens
when a device in automatic or local

4 Local Control
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control.
e Shutdown of the Plant units shall be fully
automated
e Recovery after a power outage or
shutdown shall be mostly automatic, but
shall require operator intervention in
order for the process to begin, and may
require additional operator intervention
through the startup sequence as
determined during the plant design in
order to ensure safety and compliance
requirements are met
6 Control Locations * Allow t.he automatic and manual Coordinate operator
operation of the new system from the - : )
i i privileges with login program
Operator Workstations and from wireless
tablet devices
e Additional remote-control access may be
incorporated during the Transitional
Operation period, with limited secure
control access, subject to approval by the
City

5 Startup/Shutdown

7 Downtime Minimize the down time due to monitoring
and control component failure

e Use the latest available technology to
efficiently and responsibly ensure ease of
expansion or modification in the future as
requirements change

e Allow bandwidth in the control system
infrastructure for future monitoring,
control and diagnostics

8 Future

9 Power Monitoring Monitor and alarm standby power and
alternative power (solar)

9.5.2 SCADA HMI

Item Parameter Criteria Notes
1 Scope and Type Refer to section “Plant Architecture &
Software”

e  Submit written control descriptions and
sample control screens for City
approval prior to integration

e Duplicate functionality of vendor HMI
screens on the SCADA HMI, such that
all parameters can be monitored and
controlled except were safety concerns
dictate local control only or where

2 Integration City shall attend factory

performance testing
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3 Standards

4 Analog Signal
Monitoring

5 Alarm Hierarchy

6 Alarms

7 Alarm/Interlock Effect
on MANUAL/AUTO
Control

8 Equipment Monitoring

controls are related to maintenance
tasks that can only be carried out

locally
New HMI screens shall be developed SCADA Master Plan is being
following City SCADA standards developed by the City and will

be available June 2018.

All analog and discrete inputs to the
PLC shall be displayed on the SCADA
screens

Real-time and historical trending for all
analog inputs to the PLC shall be
available from the local screens

A hierarchy of alarms shall be specified,
which shall be adjustable by the
operators.

Each alarm shall be classified with a
corresponding value representing
criticality. The system shall present the
alarms in different ways based on the
criticality, per City SCADA standards.

All alarm functions shall be carried out
at the PLC level.

All alarms shall display on a common
alarm screen.

All alarms must be acknowledged by
the Plant operating staff before they
can be cleared.

Some alarms may be cleared from
SCADA. Others shall need local reset.
Philosophy shall be based on safety and
equipment protection.

No alarm shall clear automatically until
it has been properly acknowledged.
Equipment safety interlocks specified to
shutdown equipment “independent of
control mode” or other like description
shall be active regardless of PLC
(MANUAL/AUTO) or field control
station (ON, LOCAL/REMOTE) operating
status

Other software generated alarms shall
remain active independent of operating
mode, but only effect specified control
actions in AUTO (PLC) and REMOTE
(field) operating modes

For all equipment controlled by the
PLC, the equipment shall receive and
display applicable status and alarm

SCADA Master Plan is being
developed by the City and will
be available June 2018
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signals, such as operating mode
(LOCAL, REMOTE, etc.), operating
status (ON, OPEN, CLOSED, etc.) and
alarm status (FAIL, LOCKED-OUT, etc.).

e  For multistate devices where an actual
digital input is not provided, provide
PLC logic based on the status of the
other inputs to develop the remaining
status. For example, for LOR switches
use the status of the LOCAL and
REMOTE inputs to develop and display
the status of the OFF position.

9 SCADA For all equipment controlled by the PLC,
AUTO/MANUAL DBE shall provide separate displays and

poke points for selection of AUTO/MANUAL
operating modes. In AUTO mode, the
device shall be controlled by the PLC. In
MANUAL mode, the device shall be
operated by START/STOP, OPEN/CLOSE
poke points, as appropriate. The
workstation shall display the current
operating status of each device and an
alarm if the equipment fails to respond to a
command signal after an operator
adjustable time period.

e PID control functions shall be

10 PD;i?V(;lﬁfenf;'lg;tegral' performed at the PLC with controller
Control faceplate displays at the workstation
e Standard PID control operator interface
shall be provided, including AUTO/

MANUAL mode selection:

0 In AUTO, the controller output shall
be based on the PID control
function at the PLC

0 In MANUAL, the output of the
controller shall be based on an
operator set value

0 Transfer between MANUAL and
AUTO shall be bumpless

0 At the workstation, DBE shall
provide AUTO/MANUAL selection
poke points for PID controlled
equipment, with graphic loading
displays for manual control

e PID loop tuning parameters shall be
available via SCADA, but shall require
engineering login to make adjustments

11 Enclosures e All cabinetry located outdoors should

be fully enclosed, no false fronts or HMI
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on outside doors

e Anyinternal equipment requiring
regular maintenance shall be out of arc
flash area

9.5.3 Typical Monitoring and Control

Item | Parameter

10

11

12

All Analog Transmitters

Level Transmitters

Level Switches

Flow Transmitters

Flow Switches

Pressure Transmitters
Analyzers
(pH/LEL/H2S/CL2/DO

etc.)

Temperature
Transmitters

Temperature Switches
Open/Close Valve or

Gate

Modulating Flow
Control Valve

Constant Speed Drive

Criteria Notes

Transmitter fail alarm

e  Continuous level monitoring

e PLC calculated high/low level alarm

e PLC calculated high-high/low-low level
alarm

e High/ low level alarms

e High-high/low-low level alarms

e Continuous flow monitoring

e  PLC calculated flow totals

e PLC calculated high/low flow alarms

Flow alarms where applicable

e Continuous pressure monitoring

e PLC calculated high/low pressure alarms

e Continuous signal monitoring

e Dry contact high/low level alarm

e PLC calculated high-high/low-low level
alarm

e Continuous temperature indication

e PLC calculated high/low temperature
alarm

e High temperature alarm

e Low temperature alarm

s Valve open/close command

e Valve open/close position indication

e Valve in Auto or Remote indication

e Valve fault indication

e Valve position set point

e Valve position feedback

e Valve open/close position indication if
applicable

e Valve fault indication

Drive start/stop command

Drive running indication

Drive in auto or remote indication

Drive faulted: General Fault or Multiple

Fault Indicators, etc.

e  PLC calculated drive run time

e  Failure to respond to command or change
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of status when not commanded
e Diagnostics, DBE to confirm specific
parameters
VFD start/stop command
VFD running indication
VFD in auto indication
VFD faulted
VFD speed set point
VFD speed feedback
PLC calculated VFD run time
Diagnostics, DBE to confirm specific
parameters
e Chemical dosing/feed systems
e Chemical volume/quantity used
calculated values

13  Variable Speed Drive

14  Chemical Dosing/Feed
System

9.5.4 Labeling

Item Parameter Criteria Notes

1 Equipment Labeling Submit comprehensive labeling schedule
indicating tag information, type, material of
construction, manufacturer, and other critical
information
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SECTION 10 MECHANICAL HVAC CRITERIA

10.1 General

The following section includes the performance criteria for the mechanical HVAC systems for the WRF.
Coordinate these requirements with Section 9.

10.1.1 Code Requirements

All work shall conform to the requirements of the latest edition of the following codes:

Item Parameter Criteria Notes
1 Building California Building Code (CBC)
2 Mechanical California Mechanical Code (CMC)
3 Energy California Energy Code (CENnC)
4 Fire California Fire Code (CFC)
5 Ventilation NFPA 820

10.1.2 Referenced Standards

All work shall comply with the latest edition of the referenced standards from the following organizations:

Item Parameter Criteria Notes

e Air Conditioning, Heating, and
Refrigeration Institute (AHRI)

e Air Moving and Conditioning
Association (AMCA)

e American National Standards Institute
(ANSI)

e American Society of Heating,
Refrigerating and Air Conditioning
Engineers, Inc. (ASHRAE)

e American Society of Mechanical
Engineers (ASME)

e American Society for Testing Materials
(ASTM)

e American Welding Society (AWS)

e Associated Air Balance Council (AABC)

e Manufacturer’s Standardization Society
(MSS)

e National Electrical Manufacturers
Association (NEMA).

e National Fire Protection Association
(NFPA)

1 Organizations

Page 10-1



City of Morro Bay Water Reclamation Facility Performance Criteria Draft January 2018

e Sheet Metal and Air Conditioning
Contractors National Association
(SMACNA)

e Underwriters Laboratories, Inc. (UL)

10.1.3 Installation Requirements

Conform to the manufacturers' installation requirements for materials and equipment furnished.

10.1.4 Design Criteria - Temperature

Item Parameter Criteria Notes

e  Buildings containing WRF processes or

1 Outdoor Design ) Confirm requirements
equipment:
Temperatures < . 88/65 d Fd and conform to
0 summer: egrees - dry ASHRAE standards
bulb/wet bulb
0 Winter: 31 degrees F
e Operations Building and Maintenance
Building:
O Summer: 82/64 degrees F dry
bulb/wet bulb
O Winter: 31 degrees F
o Electrical building, electrical rooms,
and server room:
O Summer - 95/63 degrees F dry
bulb/wet bulb
0 Winter - 31 degrees F
2 Indoor Design ° Bwlglmgs containing WRF processes or
equipment:
Temperatures

0 Cooling: design outdoor
temperature plus 10 degrees F
e Operations Building and Maintenance
Building (non-shop and storage areas):
0 Cooling: 70 to 76 degrees F and 20
to 60% relative humidity
O Heating: 65 to 68 degrees F and 20
to 60% relative humidity
¢ Maintenance Building Shop and
Storage Area:
0 60 degrees F minimum
e Electrical building and electrical rooms:
0 85 degrees F maximum
e Server Room:
O 68to 74 degrees F dry bulb and 40
to 60% relative humidity
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10.1.5 Design Criteria - Ventilation

Item Parameter Criteria Notes
1 Buildings Containing Supply air and exhaust air ventilation in
WRF Processes or accordance with NFPA 820, latest edition
Equipment
) 0 . - Outdoor air ventilation in accordance
perations Building )
and Maintenance with the 2.016 CI.EnC. an(.:l ASHRAE 62
Building e Exhaust air ventilation in accordance
with 2016 CMC and ASHRAE 62,
minimum 10 air changes per hour
e Provide a minimum of 6 air changes
per hour for tanks, channels, and/or
within process enclosures
3 Electrical Building, Outdoor air ventilation sufficient to
Electrical Rooms, and maintain the spaces at a positive
Server Room differential pressure of 0.1 inches water

column relative to ambient

10.1.6 Configuration of Systems

Item Parameter Criteria Notes
1 Buildings Containing HVAC systems serving buildings containing
WRF Processes or WREF processes or equipment shall provide
Equipment sufficient ventilation to achieve the lowest

electrical hazardous location classification
indicated in NFPA 820. Centrifugal fans and
air cleaning devices should be used for
ventilation. Multiple fans shall be employed
with one supply fan and one exhaust fan on
standby to become operations if a supply
fan or exhaust fan fails.

2 Operations Building Rooftop package air conditioning (AC) Minimum four AC units
and Maintenance units, power ventilators, and air cleaning
Building: Non-Shop devices should be used for HVAC systems

and Storage Areas

3 Maintenance Building = Power ventilators and air cleaning devices
Shop and Storage should be used
Area: 60 degrees F
minimum

4 Electrical Building and = Split system air conditioner, (100%
Electrical Rooms redundant), power ventilators, and air

cleaning devices should be used for HVAC
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systems
5 Server Room Split system air conditioner, (100%
redundant), power ventilator, and air

cleaning devices should be used for HVAC
system

10.2 Basic Mechanical HVAC Work

Item Parameter Criteria Notes

1 Listing All equipment, devices, and control panels
furnished as part of this work shall be
listed, labeled, or certified for the intended
use by a Nationally Recognized Testing
Laboratory as recognized by the United
States Department of Labor, Occupational
Safety, and Health Administration

2 Motors All motors shall conform to NEMA
Standards MG 1

3 Supports and Anchors  Pipe supports and anchors shall conform to
the requirements of MSS SP-58, SP-69, and
SP-89

4 Identification All piping, valves, ductwork, and equipment
shall be label in accordance with ANSI
Al13.1

5 Insulation Insulate refrigerant piping, condensate
drain piping within buildings, and supply

and return ductwork

6 Access Provide permanent access via ladders or
stairs for all equipment

10.3 Fuel Storage for Emergency Generator

Item Parameter Criteria Notes
1 Storage Tank Provide propane backup tank and dual fuel

generator with sufficient volume to provide
full plant power for minimum 12 hours
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10.4 Mechanical HVAC Equipment

Item Parameter Criteria Notes
1 Rooftop Package Air Unit shall be outdoor type, rooftop
Conditioning Units mounted, electrically controlled, cooling

unit utilizing a hermetic scroll compressor
and gas heating. Unit shall use R-410A
refrigerant. Unit shall meet ASHRAE 90.1
minimum efficiency requirements, be rated
in accordance with AHRI Standards
210/240 and 340/360, be designed to
conform to ASHRAE 15, 2001, and be UL-
tested and certified in accordance with
ANSI Z21.47 Standards and UL-listed. Roof
curb shall be designed to conform to NRCA
Standards. Unit shall be designed in
accordance with UL Standard 1995,
including tested to withstand rain. High
efficient motors shall meet section 313 of
the Energy Independence and Security Act
of 2007 (EISA 2007). Interior cabinet
surfaces of evaporator compartment shall
be insulated with a minimum 1/2 inch
thick, minimum 1-1/2 Ib. density, flexible
fiberglass insulation. Controls shall be
complete with self-contained low-voltage
control circuit protected by a resettable
circuit breaker on the 24V transformer side.
Safeties shall include compressor over-
temperature and over-current and low-
pressure switch, and high-pressure switch.
Unit shall use 2-inch disposable filter. Unit
shall be furnished with enthalpy
economizer, barometric relief dampers,
and hinged access panels.

2 Split System Air Indoor Unit: Unit includes a chassis, coil,
Conditioning Units insulation, drain pan assembly, fan, and

motor. Unit shall be horizontal, ductless,
indoor system with field-installed
condensate pump, automatic fan speed
control, auto restart after power outage,
self-check function, and integral
diagnostics. Cabinet is heavy gauge with
formed edges and access panels. Cooling
coils shall be copper tube with aluminum
fins and copper tube connections. All coils
shall be burst tested at 450 psig air
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Centrifugal Fans

Power and Gravity

pressure and leak tested at 100 psig air
pressure under water. The maximum
working pressure shall be 300 psig. Fan
wheel shall be centrifugal forward curved
double width. Fan wheel and housing shall
be formed material and corrosion resistant.
Fan speed control is automatic. Motors
shall be brushless, permanently lubricated,
have characteristics as scheduled, and be
furnished with integral thermal overload
protection. Motors shall be factory run
tested and assembled prior to shipping.
Controls shall be wall-mounted wireless.
Outdoor Unit includes chassis, coil,
compressor, refrigerant piping, condenser
fan and motor, and controls. Cabinet is
heavy gauge galvanized steel with formed
edges and access openings for piping and
conduit. Compressor is twin rotor with
inverter drive. Refrigerant type is R410A.
Piping connections are flared. Controls
include automatic condenser fan speed
control, auto restart after power outage,
self-check function, integrated diagnostics,
anti-recycle timer, defrost, and low-
ambient lock out.

Fans for ventilation systems serving
hazardous areas classified under provisions
of Article 500 of NFPA 70 shall be
fabricated in accordance with AMCA Type A
or Type B spark-resistant construction.
Provide centrifugal vent sets. Fan shall be
manufactured in an ISO 9001 certified
facility. Fan shall be listed by Underwriters
Laboratories in conformance with UL 705.
Fan shall bear the AMCA Certified Ratings
Seal for Sound and Air Performance. The
housing shall be able to be rotated in the
field to eight discharge positions.
Construction shall be bolted and welded
utilizing corrosion resistant fasteners.
Bearing support shall be 10-gauge welded
steel. Fan shall include a weather cover
with latched side access inspection ports
for the motor compartment. Provide an
engrave nameplate indicating fan
performance and model number.

Spun aluminum housing, roof-mounted,

Draft January 2018
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Ventilators belt-driven, upblast centrifugal exhaust
ventilator. Fan shall be manufactured in an
ISO 9001 certified facility. Fan shall be
listed by Underwriters Laboratories in
conformance with UL 705. Fan shall bear
the AMCA Certified Ratings Seal for Sound
and Air Performance. Gravity ventilator
shall have spun aluminum housing similar
to exhaust ventilator.

5 Air Cleaning Devices Factory fabricated, replaceable, dry,
pleated air filters in the, minimum 2" thick,
minimum MERV 8 in accordance with
ASHRAE Test Standard 52.2-2007. Filters
shall be listed as UL 900. Factory-assembled
side servicing housings with flanges for
insertion into ductwork. Construct of 16-
gauge galvanized steel. Provide access
doors with continuous gasketing.

10.5 Ductwork and Appurtenances

Item Parameter Criteria Notes

e  Construct rigid ducts using ASTM
A653M-2003 G90 sheet metal in
accordance with recommendations of
the ASHRAE Guide, SMACNA 1985
HVAC Duct Construction Standards
Metal and Flexible, NFPA 90A, and the
California Mechanical Code. Flexible
ducts with an exterior reinforced vapor
barrier, minimum R = 8.0 insulation,
encapsulated steel wire helix, and
impervious, smooth, non-perforated
interior polymer liner. The maximum
length shall be seven feet. Flexible
ducts shall be limited to use at the
terminal ends of the duct system only.
Flexible ducts shall conform to UL-181.

e Ducts for odor control ventilation shall
be FRP.

1 Ductwork

2 Ductwork Accessories | Round ducts and rectangular ducts with
maximum dimension 16” or smaller shall
have butterfly type balancing damper with
qguadrant locks, fabricated according to
SMACNA standards. Rectangular ducts with
maximum dimension greater than or equal
to 17” shall have opposed blade
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Air Outlets and Inlets

configuration with quadrant locks. Provide
flexible connections and sunshields (if
outdoor) for each duct connection to a
piece of equipment.

Construct with steel backpans and
removable perforated steel faces, and
compatible with the ceiling system in which
installed. Diffusers shall be equipped with
four cores consisting of pattern control
vanes that individually pivot to adjust air
pattern from horizontal to vertical. The air
pattern can be adjusted further by rotating
the cores in the field to provide a 1-way, 2-
way, 3-way, or 4-way air pattern. Provide
volume dampers in the necks of the
devices.

10.6 Mechanical Controls and Monitoring

Item

1

2

Parameter

Controls

Setpoints

Monitoring

Criteria

Controls shall be based on digital
equipment and shall monitor and control
space temperature and/or space humidity
to maintain indoor temperatures within the
ranges established in the design criteria.

Setpoints shall be adjustable by occupants
but shall be limited within a range
determined by the City

All continuously operating ventilation
systems serving WRF processes shall
include flow detector devices connected to
alarm signaling systems to indicate
inadequate ventilation and ventilation
system failure. The flow detection devices
shall monitor both the supply and exhaust
fans. Distinct local and remote alarms shall
be provided in accordance with NFPA 820.

10.7 Startup, Commissioning, and Testing

Item

1

Parameter

Startup

Criteria

Startup for all equipment addressed by this
section is required. Startup shall be
performed by factory trained technicians

Draft January 2018

Provide plastic

materials in corrosive

areas

Notes

Notes
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and shall address all requirements in the
manufacturers' installation and startup
documentation.

2 Commissioning Commissioning is required for all HVAC
systems addressed by this section.
Requirements for system commissioning
shall be based on the guidelines established
by ASHRAE 202-2013.

3 Testing Testing required by codes, referenced
standards, and installation instructions
shall be performed in accordance with
those requirements

4 Testing, Adjusting, and = Testing, adjusting, and balancing of all
Balancing equipment and HVAC systems addressed
by this section is required. Work shall be in
accordance with the 7th Edition of the
AABC National Standards for Total System
Balance and the requirements of ASHRAE
Standard 111-2008 (RA 2017).
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SECTION 11 DEMOLITION AND REMOVAL OF EXISTING WWTP

11.1 General

The DBE shall be responsible for the sequencing and coordination of the shutdown and demolition of the
existing WWTP. The DBE shall conduct a planning meeting with the City of Morro Bay and the Cayucos
Sanitary District (CSD) and then prepare and submit a shutdown and demolition plan to the City of Morro Bay
for review and approval. The existing 5.7-acre WWTP must remain in full operation until the new WRF is in
full operation and the collection system is no longer delivering flow to the WWTP from the City of Morro Bay
or the CSD. CSD is currently pursuing a new wastewater treatment facility. It is assumed the self-contained
electronic and household hazardous waste collection facility operated by the San Luis Obispo Integrated
Waste Management Association (IWMA) will be relocated by the IWMA prior to the demolition of the WWTP.
The City of Morro Bay has completed lead and asbestos analyses of the existing WWTP. The lead testing
report is included in Appendix K of this document. The asbestos testing report is included in Appendix L of
this document. Additional information regarding existing WWTP facilities is available in the City’s Draft Water
Reclamation Facility Master Plan available on the project website (morrobaywrf.com).

11.2 Decommissioning and Demolition

Once influent has ceased in the liquid treatment train, City plant operators will take processes out of service.
DBE will empty and clean the existing basins and process units. Liquid from the treatment train may be
conveyed to the new WRF. After the remaining sludge is processed the DBE shall empty and clean the
digesters and sludge drying beds. Waste from the digester shall be screened to %-inch, dewatered, and
disposed of at an appropriate facility. Filtrate from dewatering may be transferred to the WRF.

The decommissioning of the existing WWTP will include the shutdown, demolition and complete removal of
all WWTP facilities. Only piping below 6 feet in depth may remain. The DBE may abandon in place piping
deeper than 6 feet and fill it with a low strength cement slurry. After demolition and removal, the DBE shall
backfill, compact and regrade the site leaving the site cleared, clean and available for other purposes. The
DBE’s regrading shall fit the basic drainage pattern of the surrounding facility and be surfaced with a 1” layer
of gravel.

The following table lists all the structures to be demolished and removed by the DBE from the existing WWTP
site. The outfall air release structure, outfall piping, and related junction box(es) used for the WRF and the
new CSD treatment facility are expected to remain.

Existing WWTP Structures to be Demolished

Administration Building Chlorine Building/Storage Room
Primary Sedimentation Tanks Chlorine Contact Tank

Biofilter Pump Station & Motor Control Center Digesters

Building

Biofilters Maintenance Building
Secondary Sedimentation Tank Hydropneumatic Tank
Secondary MCC Building Waste Gas Burner

Sludge Drying Beds Collection Shed

11.3 Disposal

The DBE will either salvage or dispose of all materials in appropriately classed landfills. Demolition rubble will
be disposed of at a nearby Class 3 landfill , while hazardous waste will be transported to a Class 1 or Class 2
landfill.
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SECTION 12 FACILITY STARTUP AND COMMISSIONING AND TRANSFER OF OPERATIONS

12.1 General

Equipment testing and startup are required for satisfactory completion of the construction phase of the
contract and therefore shall be completed prior to operation of the facility.

12.2 Definitions
For purposes of facility startup and commissioning, the following definitions shall apply:

® Manufacturer’s Representative: Employee of manufacturer who is factory trained and
knowledgeable in the technical aspects of the products and systems.

® Functional Testing: Tests necessary to demonstrate that the installed equipment and systems
function as specified and operate in the manner intended.

®  Startup Period: Startup of any portion of the entire facility will be considered complete when the
facility or designated portion has properly operated 2 weeks without interruption. This period is in
addition to any specified functional or performance testing and training.

® Acceptance Testing: The operation of the entire facility to demonstrate the successful operation
and integration of all the elements including ancillary systems.

® Performance and Operation Testing: The operation of the entire facility to demonstrate the
facility’s ability to meet performance requirements of the RFP, design documents generated by
the DBE, and finally to verify the performance guarantees submitted by the DBE.

12.3 Facility Testing Plan

The DBE shall organize and conduct a meeting to coordinate the development of the factory acceptance
tests, manufacturers installation certification, functional tests, performance testing, and 6-month operational
verification plan. The meeting must have participation from manufacturers’ representatives, the City, and
DBE. After the planning meeting but no later than 3 months prior to the acceptance testing, the DBE shall
submit a draft Facility Testing Plan to the City. The Facility Testing Plan shall include the Functional Testing
plan, the Acceptance Testing plan, and the Performance and Operation Testing plan. All permit-required
confirmation testing shall be done by a third-party ELAP certified lab, to be paid for by the DBE during the
acceptance testing period. The DBE shall submit the results of each testing program.

All testing plans and protocols shall define the procedures to be used, methods to verify compliance with the
performance criteria, and include the following minimum components:

® The specific measurements that will be made, including identification of permanent and
temporary measurement devices

® C(Calibration procedures for measuring devices

® Redundancy of any measuring device to demonstrate accuracy
® Organization of the testing team, including responsibilities

® The testing program and schedule

® Operations and maintenance schedule during the test period

e Specific detailed sampling protocols to be used in conducting the acceptance test
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® Include testing plan to conduct all necessary facility and system performance tests to meet DDW
and Title 22 testing and reporting requirements for GRRP’s using subsurface application

e The quantities of influent that will be used and selected equipment that will demonstrate the
capability of equipment to handle the design flows

12.4 Functional Testing

® The DBE shall furnish the services of a manufacturer’s representative for each piece of major
equipment, to inspect, to check, and to adjust, if necessary, the equipment installation. In each
case, the DBE shall arrange to have the manufacturer’s representative revisit the project site as
often as necessary until any issues have been corrected, and the equipment installation and
operation is acceptable to the manufacturer’s representative. The DBE shall conduct, with the
assistance of the manufacturer’s representative, startup and field tests on equipment, systems,
and subsystems.

® Functional testing shall be required for all mechanically or electrically operated equipment and
process systems, including but not limited to mechanical, electrical, instrumentation, and controls.
Functional testing shall also be required for all control equipment and meters. Testing shall include
checking for proper rotation, alignment, speed excessive vibration, quiet operation, and full
capability of all other required functions. The DBE shall perform initial equipment and system
adjustments and calibrations in the presence and with the assistance of the manufacturer’s
representative.

e The DBE shall furnish the manufacturer’s representative a written report certifying that the
equipment has been properly installed and lubricated, is in accurate alignment, is free from any
undue stress imposed by connecting piping or anchor bolts, and has been operated satisfactorily
under full-load conditions.

® The DBE shall schedule all manufacturer certification testing. The manufacturer’s representative
and the operating personnel and the owner’s representative will witness manufacturer
certification testing.

12.5 Acceptance Testing

® The acceptance test shall demonstrate the ability of the WRF to meet contract requirements.

e After all certification, functional and equipment tests have been performed and all equipment has
successfully met startup requirements, the facility shall be operated as a complete system for two
weeks prior to entering the Transitional Operation Phase.

® The acceptance test shall not be conducted until the acceptance test plan is approved by the City
and Regulatory agencies, and authorization is received from the City. The acceptance test plan
shall describe the provisions for disposal of non-compliant effluent that may be generated during
the execution of the acceptance test.

e All labor (excluding certified operators), materials, and equipment necessary to perform the
acceptance test shall be provided by the DBE. Once the facility is treating wastewater, the City will
provide certified operators. During the acceptance test, the DBE will operate, and be responsible
for all costs for all systems under normal operating conditions, including but not limited to,
routine equipment operation, maintenance services, and chemicals. Electricity will be paid by the
City.
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® The acceptance test shall also demonstrate the WRF’s ability to operate on the emergency
generator, in the event of total plant power failure, including automatic transfer to the emergency
generator. The system should demonstrate that the quality of effluent, and capability to process
the influent is not diminished due to an automatic transfer to the emergency generator.

® The acceptance test should demonstrate the UPS for power and controls performing without loss
of data and control.

® The acceptance test shall demonstrate manual shutdown, manual start-up, automatic shutdown,
automatic start-up, and automatic transfer of equipment that requires any or all of those
functions, without interruption of flow, or quality of effluent.

® Acceptance test shall include all necessary facility and system performance tests to meet DDW
and Title 22 testing and reporting requirements for GRRP’s using subsurface application.

e The City operational staff and owner’s representative will witness acceptance testing. The City will
provide at least one operator for eight hours per day, during the acceptance test period.

® The DBE shall provide reports in accordance with the requirements of the regulatory agencies,
with certification of the results demonstrating performance, all relevant data measured and
recorded during the testing, and any calculations that were used in determining test results, and
any certifications from equipment manufacturers that equipment was operated according to
manufacturer’s recommendations, any other available documentation reasonably requested by
the City or regulatory agencies.

® DBE shall provide initial oil fill and first oil change on all equipment as required by manufacturers
recommendations prior to the facility transfer to City for Performance and Operation Testing.

12.6 Performance and Operation Testing

e After all startup, certification, functional, and acceptance testing is complete the performance and
operational testing of the WRF as a whole system will commence. The purpose of the testing is to
demonstrate the ability of the equipment and fully integrated system to meet the performance
requirements as identified in the RFP, meet manufacturers specifications, design documents
generated by the DBE, and finally to verify the performance guarantees submitted by the DBE.

® The performance and operations testing will be conducted by the City at the direction of the DBEs
representative in accordance with the approved performance and operations plan.

e All labor, materials, and equipment necessary for the performance and operation testing shall be
provided by the City. During performance and operation testing the City is responsible for all costs
for all systems under normal operating conditions, including but not limited to routine equipment
operation, maintenance services, and chemical and electric usage. During performance and
operation testing DBE will be responsible for all warranty repairs. DBE is responsible for any costs
associated with permit violations.

® The Performance and Operational Testing period shall be 6 months in duration. The City reserves
the right to extend the performance and operation testing period upon a failure to reach the
performance guarantees.
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SECTION 13 SECURITY

13.1 General

Provide a security system that gives the City the ability to remotely monitor key areas within the site and
notify the City of any intrusions. The completed security system shall be integrated with the City’s SCADA
system.

Item Parameter Criteria Notes
1 Construction/Work Make adequate provision for the protection
Area of the work area against fire, theft, and

vandalism, and for the protection of the
public against exposure to injury

o Discrete security measures shall be

2 General Design
. planned into the facility

Principles

e Site design shall address security issues
related to access control; electronic
protection; and protection against man-
made and natural disasters

e Security measures shall be consistent
with Department of Homeland Security
(DHS) Best Management Practices
(BMPs)

3 Security Measures Intrusion detection, access control and CCTV = Do not monitor perimeter
video surveillance system security zoning fence integrity i.e. cut wire
shall provide a defensible perimeter and or short circuit detection
provide visual surveillance and defensible
perimeter space to deter trespassing and
vandalism

a Intrusion Detection e An IDS shall be provided. IDS field

devices shall be connected to alarm
panel. Alarm signals shall be relayed
and integrated with SCADA system.

e Provide IDS devises on all exterior doors
on Operations and Maintenance
Buildings.

e Provide motion detectors on interior of
Operations and Maintenance Buildings.

e Provide IDS with capability of assigning
unique staff identification numbers and
logging time and individual staff input to
IDS system. Provide ability to activate
and inactivate unique staff IDs.

e An ACS at the gate to the non-public
portions of the plant shall be comprised
of an electrically operated vehicle gate,
remote openers in staff vehicles, and

System (IDS)

5 Access Control System
(ACS)

Fire Department access and
keypad entry station shall be
available at the gate for
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hardwired gate opener switch at the entry.
reception desk. Exiting vehicles shall
trigger the gate to open automatically.

e Automatic Security Gates shall be
equipped with pre-emptive equipment.
This shall satisfy the following
conditions:

e During power loss, the device shall be
capable of manual operation to unlock
and open the gates.

e Confirm device is suitable with local Fire
Department.

e  CCTV security cameras for main front
gate access and site security purposes.

e The system shall include weatherproof
high-resolution IP or panoramic video
cameras.

e The video surveillance system shall
provide recording capacity of 30 days.

o The system shall have night vision
capability and utilize video motion
detection for alarm recording. Video
motion detection events shall be
recorded at full speed and camera
resolution.

e The video surveillance system shall be
available through the SCADA network.

e Provide video surveillance at critical
points throughout the plant.

o All electronic security systems shall be
powered from an UPS/generator
supported power circuit(s)

e DS and ACS systems shall have power
supplies with minimum of 8 hours of
battery power backup

e Video surveillance system shall be
supported with UPS system with a
minimum of 2-hour run time

e The SCADA system shall incorporate
intrusion detection alarms from
following electronic security systems:
0 Main Gate
0 Operations Building
0 Maintenance Building
O Space Motion Detection

6 Closed Circuit
Television (CCTV)

7 Battery Backup & UPS

8 Supervisory Control
and Data Acquisition
(SCADA) Integration

9 Main Access Gate Main gate to the plant shall be manually
operated and locked with a padlock.
Coordinate manual access and entry with

Page 13-2



City of Morro Bay Water Reclamation Facility Performance Criteria Draft January 2018

Emergency Services.

10  Exterior Lighting All exterior lighting shall be SCADA
controllable (on-off times)
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